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ABSTRACT

These days, homes include a variety of electrical devices that are important to
families for accomplishing daily tasks. These devices are powered by electricity
and in some cases, require a lot of power consumption. Home users must control
these devices manually by switching them ON/OFF; this exposes them to potential
electric shock and can give rise to other dangerous situations. This paper presents
a new approach for creating an electrical system that makes it easy to control
household domestic appliances via short message service from a smartphone
device. In this manner, users can be provided with a relaxed and safe approach to
using electrical devices. The result of this work, users can access to the home
devices easily and interact with them without any problem of electrical shock and
personal effort.
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INTRODUCTION

Smart home technology or home automation refers
to using home devices remotely through wireless
communications. Communication services such as a
home wireless access point, smartphone, Bluetooth
communication, and short message service (SMS)
technology can control home appliances by sending

messages from mobiles to the specified device [1,2].

Several investigations have been conducted into smart
technologies, many of which are considered wireless
home communications that can be controlled using a
smartphone. Additional research also indicated how to
connect home appliances via Bluetooth communication
with a smart home. However, many of these studies do
not address security options, which is an important
aspect of preventing hackers and other unauthorized

users from accessing a designed system.
2. LITERATURE REVIEW

“Smart home” refers to a residence where the family
that lives in the house can control its electrical devices
remotely using different types of communication
devices [2, 3]. This can be done using processes that
involve smart home technologies and the Internet of
Things (loT), through which home devices can
connect to household users via the internet [4]. The
10T can be described as an interrelated system for
mechanical and digital machines that have a unique

identification; this system creates a network

The current paper proposes a new system design for
controlling home appliances via SMS from any location
worldwide. Moreover, this study also presents
additional functionality, i.e., providing a secure

environmentto prevent the unauthorized use of devices.

This paper begins with an introduction defining the
main purpose of the research paper. Background
research is also provided to highlight existing studies
and ideas about the topics and additional opinions.
Related studies are introduced to highlight the
differences between them, followed by results and
discussion section, the implementation and design of
the proposed system, and the outcome of the research
and final results. Finally, a conclusion is presented to
summarize important points to make the ideas more
understandable.

environment via which these devices can transfer data.
In this way, users can access these devices remotely
[4, 5].

Wireless technology enables the communication
between electrical devices and smartphones used
worldwide, enabling household users to control

devices remotely using their smartphone [6]. As it is

shown Fig. 1.
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Fig 1. A smart home using Bluetooth system technology [6].
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Another way of enabling communication is by using a
wired local area network (LAN) using cables. This type
of communication is rarely used by householders due to
the availability of smartphones, which reduces the need

for wire cables.

Smartphones employ wireless
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communication, which can connect to internet services
and in this way enable control from extensive distances
[7]. Fig. 2 shows an example of a wired LAN

connection.
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Fig 2. Smart home using a wired system connection with internet service on the controlling/receiving end [7].

Other studies have illustrated communication among
devices using the Bluetooth system of communications.
Currently, smartphones typically include the Bluetooth

function, while home devices can be provided with a

Bluetooth module after connecting them to Arduino
Bluetooth modules, [8]. Fig. 3 illustrates the process of
Bluetooth.

Fig 3. Bluetooth system tech

In the context of smart homes and 10T technology,
existing research indicates the primary positive and

negative aspects of such tools. The many advantages

nology inside a smart home [8].

involved have encouraged new technological smart
system designs for householders. Home devices can be

managed in one place, with users using their
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smartphone and a specific application installed on
devices. Globally, most users who own a smartphone
will have the ability to download and install
applications that enable home device functionality [9].
Additionally, by using a smartphone to control devices
remotely, less power energy will be consumed
compared with traditional processes, where the user had

to affect all control processes manually [10].

Another important advantage of smart home
technology is that it provides additional security to
people in terms of preventing sudden electrical shock.
By not having to physically interact with devices, this
potential type of harm will be decreased [9, 10].

In addition, smart homes and loT also present some

potential drawbacks. For example, designing a system
In this paper, a new approach has been created to build a
smart home system by using SMS technology, i.e.,
sending messages to control devices, adding security
measures for the encrypting the message, and ensuring
that connections were secure by adding data encryption,
using AESLib in Arduino which encrypt the sent text
from mobile smart phones. And this idea is different from
other ideas which have used different types of

communication technology system.

SMS technology is used to send text messages from one

person to one or more devices at a time. This service is

for controlling devices may be expensive, and the
reason is that the process needs to have many electronic
devices to make the system function properly [10].
These devices include electronic boards (Arduino),
wireless and Bluetooth modules for effecting
communication among devices on one side
(transmitting), and an electronic board on the other side
(receiving). All of these parts must be bought and

sometimes they may become expensive [11].

In addition to the cost, another issue concerns technical
security threats; that is, the system may be vulnerable
to technical attacks by intruders and hackers who wish
to control it. These individuals may attempt to severely

damage home appliances and householders [10, 11].

provided by telecommunications companies that work
in the area limitation which is provided with antenna
towers of telecommunication in the specific country,
which is set around the area of the country [12].
Although mobile lines are country-bound, selected
telecommunications companies provide a line that can
also be used outside the country where it is established.
In this case, the capability to send messages is often
available on a global level [12, 13]. Fig. 4 illustrates
how SMS works.
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Fig 4. A diagram illustrating how an SMS is sent [13].

Many communication companies also provide security
alongside their services to ensure the privacy of their

customers who use their lines to make calls and send
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messages. This security is imperative for protecting

people’s privacy when using telecommunications lines

[14].
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3. RELATED WORK

In [15], the author attempted to design a new technique
for creating a smart home by using a wireless
communication system. Users with Android phones
then be controllable by users from their phones. Users
will need to install a specific Android application from
the play store application that is specifically designed

for controlling home devices remotely. This application
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would be able to connect to a wireless network with a
password and network SSID (Service Set ldentifier).
The connected devices on the same network would

will include a user interface with options that should
make it easy to use the application. Fig. 5 shows the
process of sending commands from an Android mobile

phone.
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Fig 5. Using wireless techniques to design smart homes [15].

In [16], the author used a different approach to make
home appliances gain smart abilities, i.e., using LAN
network communications in homes between rooms.
This technique requires using more wired LAN cables

to connect all the devices involved. Moreover, it is

possible to connect the LAN network with internet
service to provide additional connectivity, which can
help the users to control the device over internet and
from anywhere. Fig. 6 illustrates a LAN connection

diagram.
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Fig 6. Using wireless techniques in smart housing design [16].
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In [17], smart housing using Bluetooth networking
techniques is discussed, in which all devices are

connected to their Bluetooth service in a peer-to-peer

controlled using a smartphone. However, in this type of
connection, Bluetooth can connect only to one device at

atime. Fig. 7 shows a diagram representing a Bluetooth

networking system. In this way, all the devices can be connection.
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Fig 7. Using the Bluetooth technique in smart housing design [17].

In [18], the researcher used another technique, i.e.,
creating a web model using webpages. For these pages,
the author created a user interface via webpage
comprising buttons and interaction arrangements. In

this way, householders can easily access their home

User/client

Internet

devices via a webpage. Furthermore, since the pages are
published online, users can access the devices anywhere
worldwide. Also, the author used PLC instead of the
Arduino board. Fig. 8 (a) and Fig. 8 (b) illustrates the

process of a system using online webpages.

Operator Panel

Smart Home

Fig 8 (a). Architecture design of the Internet connected to the server [18].
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WEB BASED AND PLC CONTROLLED SMART HOME SYSTEMS
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Fig 8 (b). Web design for the system [18].

4. IMPLEMENTATION AND DESIGN

In this work, a new system is designed for controlling
home devices using an SMS service that sends
messages from a mobile phone to smart devices. These
messages comprise of numerical data between 0-9, i.e.,
decimal-based numbers, which are encrypted with
Arduino package named AESLIib, to encrypt the text
that is sent from smartphone, during the sending
process to hide the real data from possible intruders,
thus preventing them from hacking the information and

the system in general.

First, creating electronic circuits using Arduino boards
and other required module devices. Those modules
(breadboard, multi-relay parts (4-relay-in-1), System
Mobile (GSM) modules,

for Communications
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connected wires, transistors, and capacitors). These
devices were connected to create the system.

In this system, a simple electronic circuit is used to
control a lamp as an example. By connecting the lamp
to the relay, which provided electric power
management for the lamp. Also, we connected the relay
to the GSM module due to receive the commands in the
form of SMS messages sent from mobile phones. The
commands were given as two digits, e.g., 0/1, where 0
was for switching the lamp off and 1 was for turning the
lamp on. All the modules were controlled by the
Arduino board, which included the microcontroller that
controlled all the actions in the system. Fig. 9 shows the

connection and process design of the system.



Roshna Muhamad M. Amin, Miran H. M. Baban / Tikrit Journal of Engineering Sciences (2020) 28(1): 21-30

¥

THaxiE
N iy

PR 7%, ki i A KRR 42y sl =
e s )
. .

Fig 9 (b). Process design of smart house technology using GSM module.

To set all the commands correctly, we used the Arduino be set correctly and all the working processes could be
programming language to create all the programming controlled by the Arduino, as the microcontroller inside
lines and commands. In this way, all the actions could the board would hold all the Arduino compiled code.
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Fig 9 (C). Chart design of working process in smart house technology using GSM module.
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5. RESULTS AND DISCUSSION

This system was tested and worked successfully,
indicating the possibility of controlling the lamp
remotely by sending an SMS. When we send the
number ‘1’ as an SMS to the Arduino connected to the
lamp device, the lamp was turned on. On the other hand,
when we send ‘0’ in the text messages, the lamp is
turned off. Accordingly, the working process of the

electronic circuit functions correctly.

The above indicates that using a GSM module for
controlling a Lamp, makes it possible to affect the same
connection with any electrical device. Furthermore,
SMS services can work from anywhere in the world,
enabling the user to send a message from any mobile
phone. Additionally, it is not required to have a
smartphone or install a specific application to achieve
this.

Also, this system is not expensive because it does not

require buying a large number of wires and cables,

6. CONCLUSION

In summary, composing a system that  will
make people, especially householders, lives easier by
having smart devices in their homes was an important
aspect of this study. The proposed system also makes
the use devices at home easy and safe because they
reduce the potential for receiving an electric shock, and
also reduce the amount of power consumption by
householders. This can help governments provide more
electric power to their populations, particularly in poor
countries with fewer capabilities for providing power

from petrol.
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