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1. INTRODUCTION

Fifth-generation (5G) networks have attracted
numerous studies and significant development
in response to the recent exponential rise of
mobile data traffic over gradually constrained
capacity and spectrum [1]. The need for
dependable, high-speed data transfer has
increased dramatically in recent years, making
the development of a quick and spectrally
efficient wireless communication system
necessary [2]. To overcome these limitations,
NOMA has recently been proposed [3, 4] as a
potential solution for significant performance
improvement and effective spectrum usage.
Contrary to orthogonal multiple access (OMA)
systems, which only support users in the
designated spectrum resources, NOMA
techniques support an undetermined quantity
of users throughout the same spectrum, time,
and frequency resources over a single wireless
channel [5, 6]. NOMA's performance can be
greatly enhanced [7], providing greater
spectrum efficiency than alternative OMA
methods by carefully choosing user data rates
and power allocations. Non-orthogonal
multiple access is in contrast with (OMA). For
users with various channel conditions, NOMA
offers a more favorable trade-off between
system throughput and fairness. Cooperative
communications have benefited from the
NOMA use since it essentially increases the
base station's coverage area while reducing the
likelihood of interruptions and achieving
diversity gain without using additional
antennas [8]. The NOMA systems usage in
concert with cooperative tactics to boost
performance is even more intriguing.  Vaezi
etal.[9]and Dai et al. [10], the user with
strong channel conditions acts as a cooperative

relay relaying signals to users with poor channel
conditions, promoting fairness in signal
distribution. Ding [11] and Liu [12] focused on
various relay selection methods while
discussing the relay selection results. Ahmed et
al. [13] and Ali et al. [14] investigated the AF
relay performance during a cooperative NOMA
downlink interruption. Two well-known
cooperative relaying algorithms, amplify
forward (AF) and decode forward (DF), were
examined for the relaying networks in [15, 16].
Ding et al. [17] found that the cooperative
NOMA plan offered advantages over the OMA
system. The information-carrying signal faces
security challenges because the open and
broadcasting nature of wireless communication
severely undermines the requirement for
security [18, 19]. A hostile person, i.e.,
eavesdroppers and jammers, can easily exploit
and manipulate wireless data sent between
authorized users because anyone within
hearing range can listen in and perhaps get
information [20]. The main critical challenges
of the Internet of Things (IoT) are security and
protection. Several methods have been applied
to protect the IoT [21]. Up until recently,
wireless communications were protected using
cryptographic techniques. The effectiveness of
these methods depends on how
computationally complex they are; however, as
technology and computer power advance,
decrypting encrypted messages becomes
simpler. The addition of physical layer security
(PLS) offers a more advanced approach that
goes above and beyond [22, 23]. PLS tries to
take advantage of the random noise present in
the communication channels to prevent
eavesdroppers from intercepting messages that
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are provided without using an encryption
technique. Based on the secrecy capacity, which
explains the distinction between the wiretap
channel's and the intended channel's
capacities. PLS 1is still practical at bigger
volumes since eavesdroppers cannot tell what
data is being sent [24]. Cooperative NOMA PLS
investigations are still uncommon because
most references concentrate on PLS based on
the NOMA system [25]. PLS security in a single-
input single-output (SISO) system was
examined by [26]. Transmitted power was
examined to satisfy users' quality of service
requirements in a NOMA network with one
transmitter, numerous users, and one
eavesdropper. To gain an optimal power
distribution scheme, the suggested method's
secret total rate was enhanced. PLS of NOMA
transmission has been investigated in large-
scale networks with an eavesdropper and one
source linking to several randomly distributed
consumers [13]. The user pair technique and
the outage probability were used to examine
secrecy performance and diversity. The
numerical outcomes demonstrate that
changing the protected zone or the user zone
can enhance secrecy performance [14], which
was expanded on in this work, carried out trials
with a single antenna under various conditions.
According to the analytical findings, a user with
bad channel conditions can regulate the secrecy
diversity in a situation with a single antenna.
The secrecy outage probability study for the
multiple-antenna scenario shows that the
transmit antenna count has no effect on the
eavesdropper channel condition. Do and
Nguyen [27], a novel downlink cooperative
communication technique that combines
NOMA with AF relaying at the relay is chosen
to help the BS educate the NOMA users. As
numerical findings show, the outage probability
of both strong and weak users is reduced due to
the proposed strategies. Kaba [28] proposed a
fractional power allocation for NOMA downlink
and uplink. The simulation results showed that
the outage probability, BER, and sum-rate
capacity depend on the user channel gain and
fractional power allocation of total power to the
user; in downlink NOMA decoding of the
weaker user first is optimum and in uplink
NOMA decoding of the stronger user first is
improved outage probability and BER. Lv and
Ji [29] proposed a power allocation strategy to
enhance the networks' performance in secrecy
outages and used Monte Carlo simulations to
confirm the studies. The simulation results
showed the security advantages of using the
MCC and ST schemes to prevent
eavesdropping, which benefited the practical
CR-NOMA systems design with TAS. Demand
for wireless communication may need to deliver
as much as 1000 times the capacity relative to
current levels. Meeting this demand is a

challenging  task. Since conventional
frequencies, such as microwaves, are
insufficient. A new problem with data
transmission has arisen due to the development
of computers and data technology. Recently,
Cooperative- NOMA has been proposed as an
emerging remedy for significant performance
improvement and effective spectrum utilization
in specifically allotted spectrum resources. The
choice of wusers' data rates and power
management considerably impacted the
NOMA's performance, which increased spectral
efficiency and data rate compared to previous
OMA methods. This aim is not done properly
until proper management allocates capacity
effectively. This work differs from earlier works
that used the AF/DF protocol to check all
metrics represented by BER, outage
probability, and channel capacity using
different power allocation methods; such as
Fixed power allocation (FPA), Generalized
power allocation (GPA), Water Filling power
allocation (WFPA), and Fractional power
allocation (FRPA); and find the best system
configuration to be optimal allocate power to
the users in different nodes number and
distance from the base station with algorithm of
protection to share secret keys efficiently
between the sender and the users. This paper is
organized as follows: Section 2 discusses the
proposed system model. Section 3 presents the
performance metrics. Sections 4 and 5 conclude
the discussion of the results.

2. MODEL ESTABLISHMENT

To evaluate the cooperative NOMA
performance in wireless communication,
numerous metrics, i.e., bit-error-rate (BER),
outage probability (Pou), and channel capacity,
were studied under varying channel
environments using MATLAB 2018 software.
Two models were established with two and
three nodes Fig. 1. It is worth noticing that all
nodes/users in both proposed scenarios are
unequally placed from the base station and
unequally in the power transmits value. To
study the different power allocation techniques’
impact on the cooperative NOMA system, the
following techniques were selected: Fixed,
Fractional (FR), Generalized (GL), and Water
falling (WF). Thus, the NOMA approach is
applied for each power allocation type,
Amplify-and-forward (AF) and Decode-and-
forward (DF). First, in AF-Cooperative NOMA,
the relay node, upon reception of the
transmitter’s data, amplifies the signal and
retransmit it to the next destination node. On
the other hand, DF-Cooperative NOMA
decodes the signal/data upon reception and
retransmits it to the destination as non-
encrypted data. The cooperative approaches,
i.e., AF and DF, will be applied in each power
allocation scheme. The configurations of those
topologies are illustrated in Table 1.
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ubtract user 2's User 1
signal detection [ signal Sic_ |signal detection

Power

Userz

User 1

Time/ Frequency

User 2
Base Station (BS)

Fig.1 Co-NOMA Proposed Topologies with

PLS.
Table 1 Model Configurations.
Particle Details
Number of nodes (2), (3)

Nodes placing from base station 1000 m, 500 m
(scenario 1)

Nodes placing from BS(2)
The value of power allocated
For near and far users

1000 m, 400m and 500
In FPA near user 0,35

Far user 0,65, the rest
calculated by  power
equations

Power allocation Fixed, FR, GL, WF

Cooperative schemes AF, DF
Channel condition AWGN +Rayleigh Fading.
Modulation BPSK
SNR (0-30dB)
3. PERFORMANCE METRICS
3.1.BER

The most widely used performance statistic in a
communication system is the Bit Error Rate
(BER). In a communication system,
information is conveyed as bits. During the
communication procedure, bit mistakes
happen. The average rate at which these bit
mistakes occur during communication is
known as BER [30]:
number of error bits

BER= (1)

~ Total number of transmitted bits

3.2.SNR

The ratio of the received signal strength to the
unwanted signal strength within a frequency
band is known as the signal-to-noise ratio. As
long as this ratio is acceptable, the signal can be
filtered to remove noise.

SNR= 10 lng

signal power

(2)

noise power

3.3.Channel Capacity
The maximum speed at which data can be
transmitted across a channel is

Channel capacity = Blog,(1+ SNR) (3)

where B is bandwidth in Hz.

3.4.0utage Probability

The Outage probability is the probability that
the information rate is less than the required
threshold information rate. It is the probability
that an outage will occur within a specified
period. The Outage probability= 1- B (v, > Vi

) and SNR threshold y,;; = 2?f1 —1, and RF%-
2

where y,and y., are the received SNR and the
threshold SNR, respectively.

For DF- NOMA

the superposition coded NOMA signal
communicated by the BS is

X=VP(Va; X1+ a; x;) 4)
where P is the total power, a; and a, are the
power coefficient for U1 and U2, respectively.
X(1,2) 18 the individual information of each user.
At user 1, the received signal is calculated as
below:

Yi=hX+w
Y, = hVBy@ x4 h PV 2y 4w, O
where h, is the channel fading between the
relay and the U1. The signal to noise ratio for
the user 1.
_ P Pay
ri= |h1|2P ay + 02 (6)
and its achievable capacity rate is
Ri= log,(1+ v1) = log,(1+
Ihal? Pay ) @)
|h1|2P ay + 02
The outage probability for user 1 occurs when
V1> yth})
R, unity without noise R, =P—1
2
SNR threshold y;y,; = 22f —1
OP;=1-Pr (y; > ¥tn1)=1- B (
ha|? P ay
|h1|2P ay + 02

> Ven1) (8)

Similarly, the X copy received at the far user
after propagating through channel h, is:

Y2= hz X + WZ
= hz\/ﬁ\/a_1 x1+h2\/ﬁ\/a2 X+ W, 9)

where h, is the channel fading between the
relay and the U2. The signal to noise ratio at
user 2 for decoding the user 1 signal (before
SIC) is:

h2|?P aq

Y12 =T 0 2 (10)

" |h2I2P ay +o2
and its achievable capacity rate is:
Ry, =log,(1+ y12) =log(1+

|hz|2P ay )
|h2|2P ay + 02

(11)

after canceling the user 1's signal using SIC, the
signal to noise ratio at user 2 for decoding its
own signal is:

Vs = |hz|;P az (12)
and its achievable capacity rate is:
|ha|?P ap
R, =log,(1 + T) 13)

The outage probability of user 2 occurs when

Y2 > Vtna»
ym2=2”2—1ﬂﬂmnR2=%
1
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OP, =1-B. (V2 > Vin2) =1-py
|hz|? P ay
(== >V (14)

g

For AF- NOMA

Ryeiay=hsr(yJ ;. Px;+/a; . P x5 )+ w, (first time
slot) this is called direct decoding and will be

neglected.

a1+a2=1 ,a2>a1
. 1

Amphfy factor B = W

In second time slots after relay amplifies the
signal and forward it to the destination. The
received signal at user 1:

Y =B\/ﬁ[h1(va1 X1 +/ay xp]+wy
Y] = BhiJpay x1+ Bhypayx, +wy (15)

The received signal at user 2:

Y, =B\/F[h2(\/a_1 x1+/ag x3) [+w,
Y,=Bhyypay x1+Bhypazx; +w;, (16)

¥ B hq|?p ay Via= B2|hz|? pay
L7 B2ing12pag+a? 7 P12 B2|h, 2pag o2
_ B?hz|?p ay
s Vo= 17)

[

Achievable rate:

Ry =log,(1+y) =

B?|hy|?p ay
logo (1 + G2, epayvo? )

(18)
Ry, =1log,(1+y,2) =

2 2
log, (1 +-2 102l Pty (19)

B2|hz|?pay+o?

R, = 10g2(12+ Zz) = log,(1+
B |hZ|ZP012) (20)
SNR threshold y,,;= 2281 — 1, and y,y,, =2%F2 —
1
The outage probability of U; occurs when y; >
Yth1
Op1 =1-B-(y1 = Ven1)

B*a1p?|hq|?

>
“2P2|h1|2 BZ+1 = )/thl] (21)

Op1 =1-pr [

The outage probability of user 2 occurs when

Y2 > Vtn2
Opz =1- Pr(J1,]3)

BZayp*|hy|? 2a1p%|hy |2
Where == - S S 5
1 B2p?|hq|2az+1 — Vens > Jo B2p2as|hz|?2+1
2 Vth2
The total equation is :
B*a1p?|ha|?
Opy-1-P. (55—
p2=""r (sz2a2|h2|2+1 -
B*a1p?|hy|?
_— >
yl’hZ 'B2p2|h1|2a2+1 = )/thl) (22)

Start

\’

Initialization :Py, SNR ,PBS:%,Pm:alPBs, Py, =

a;Pps
BER=0, P,,; = 0, Capacity=0

\2

Implementation at PA(FRPA
\WFPA GPA,FPA) super coding
signal and PLS key generation

\’

S-R channel and AWGN

Y

Relay node
_Pr
pr= /2

DF relay Decode and AF relay
re-transmit X to D Multiply X
bv B

v \A

R-D channel and AWGN

V%

Received signal either from AF or DF to the users ,
SIC for signals and PLS key generation for users

v

Calculate
BER, P,,; and Capacity

%

Fnd
Fig.2 Flow Chart of the Proposed System Model.

4. RESULTS AND DISCUSSION

4.1.AF- NOMA

In this section, the amplify-and-forward
cooperative NOMA performance is discussed.
Three performance metrics were extracted, i.e.,
bit-error rate, channel capacity, and outage
probability. The metrics were analyzed with the
proposed power allocation techniques, as
demonstrated below.

4.1.1.Fixed Power Allocation

In fixed power allocation, the system
performance is realized when a different
number of nodes are deployed. The BER for the
two-node system was 0.05 and reduced as SNR
increased. Thus, with a three-node system, it is
realized that the far user had the highest BER as
transmit power increased. The near user
maintained the lowest BER as the transmit
power increased due to fixed power allocation
allotted a maximum portion of power for the far
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user. The remaining amount of power was
shared between the middle and near users.
Therefore, the middle user placed in the mid-
point received more power than the near user
to maintain variation between users’ power so
that particular user’s data can be successfully
decoded, see Fig. 3 (a) and (b). On the other
hand, channel quality was also studied by
monitoring two metrics, i.e., channel capacity
and outage probability. The channel capacity
increased with the transmit power. The same is
valid with all users. The far user’s channel
capacity was the peak, and the mid and far users
had lower channel capacities. As three users
existed, the channel capacity increased as more
power was required to transmit three users;
hence, the channel capacity dropped for all
users if the transmitted power increased above
57 dB m, see Fig. 3 (¢) and (d). Eventually, the
outage probability represents the probability
that the far users fall into was out of coverage
area. For the two-node system, the far user had
a higher outage probability than the near user.
So, in the case of the three-node system,
comparing mid and far users’ outage
probability, the far user also had a higher
outage probability than the middle user, see
Fig. 3 (d) and (e).

4.1.2.Fractional Power Allocation

In fractional power allocation, the BER for a
two-node system decreased when SNR
increased. The far user had the highest BER,
while the near user had the lowest. It is realized
that in this kind of power allocation, the
nodes/users drew evenly distributed BER
values, which means both users had almost
similar behaviors in combating the noise. In the
three-node system, the far user had its most
significant portion of the power, followed by the
mid and near users, see Fig. 4 (a) and (b). For
low transmitted power, e.g., (0-5dB), the
channel capacity of the mid-user increased to
its peak. The channel capacity was relatively
lower than the fixed power allocation scenario,
see Fig. 4 (¢) and (d). Both users had almost
similar outage probability when the
transmitted power was 40 dB m. The three
nodes system drew similar behaviors, however,
with outage probability at higher transmitted
power than the system of two users, see Fig. 4
(d) and (e).

4.1.3.Generalized Power Allocation

The BER was found for the two-node system.
Both nodes drew similar behaviors when noise
increased, which is, in this case, both near and
far users almost having similar BER with
respect to the SNR values. The power of users
was slightly lower than the corresponding in
previous scenarios, see Fig. 5 (a) and (b). The
channel capacity maximized in this case, i.e., 14
bps/Hz. However, the channel -capacity
dropped at higher transmitted power, i.e., 70
dB m, see Fig. 5 (c¢) and (d). The far users (for

the two-node system) and mid and far users (for
the three-node system) drew higher outage
probability than the near user at higher
transmitted power. Notably, the far user's
outage probability was more significant than
the close and middle users, see Fig. 5 (e) and (f).
4.1.4.Water Falling Power Allocation
The BER curves for near and far users are
almost identical, meaning that in this scenario,
both users almost responded to the noise. The
power of the far user was slightly maximized at
this stage, which can be observed in the three
nodes system, note Fig. 6 (a) and (b). The
channel capacity was maximized at 14 bps/Hz.
However, the channel capacity dropped at
higher transmitted power, i.e., 70 dB m, as
shown in Fig. 6 (c¢) and (d). Both near and far
users (for two nodes system) and mid and far
users (for three nodes system) drew high outage
probability at higher transmitted power, i.e., 40
dB m and 65 dB m for two nodes and three
nodes system, respectively, see Fig. 6 (e) and (f).
4.2.DF-NOMA

4.2.1.Fixed Power Allocation

The BER for close and remote users was refined
compared to AF-Fixed-NOMA. Also, it was
found that the near user BER was refined to
have a closer value to the far and mid users, see
Fig. 7 (a) and (b). The Channel capacity for the
two-node system was slightly lower here, and
for the three-node system, it was higher than
the AF-Fixed-NOMA scenario, see Fig. 7 (¢) and
(d). The outage probability for the two-node
system was higher with the far user and lower
with the near user. While in the three-node
system, the mid-user had a lower outage
probability even when the transmitted power
increased, see Fig. 7 (e) and (f).
4.2.2.Fractional Power Allocation

The BER for close and remote users differed
from the AF-Fractional-NOMA case. The BER
was generally higher than that in AF-
Fractional-NOMA; the BER of the near user
was almost close to the BER of the mid-user, see
Fig. 8 (a) and (b). The channel capacity was
lower than AF-Fractional-NOMA, see Fig. 8 (¢)
and (d). The outage probability of the far user
was more significant than that of the near user.
Similarly, in the three-node system, the far user
showed higher outage probability than the mid
user, see Fig. 8 (e) and (f).
4.2.3.Generalized Power Allocation

The BER of both near and far users had closer
values, implying that both users had similar
behaviors to noise. On the other hand, The BER
of near, mid, and far users showed up to 5dB m
of transmitted power, note Fig. 9 (a) and (b).
The channel capacity in this case was higher
than that in AF-Generalized-NOMA appearing
in both two-node and three-node systems, as
shown in Fig. 9 (¢) and (d). There was a
considerable difference between the outage
probability of the near and far users, which was
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very high in the two-node system. On the other
hand, the outage probability of the far user was
slightly higher than the mid-user. Both values
were identical at 56 dB m of transmitted power,
see Fig. 9 (e) and (f).

4.2.4.Water Falling Power Allocation
The BER of the far user led that of the near user
up to 12 dB SNR, and both were identical in
high SNR for the two-node system. For the
three-node system, the BER was almost
identical for near, far, and mid users, see

Fig. 10 (a) and (b). The channel capacity in this
case was almost similar to that in FA-
Generalized-NOMA appearing in both two-
node and three-node systems, as shown in
Fig.10 (c) and (d). The outage probability of the
far user was higher than that of the near user in
the two-node system. However, in the three-
node system, the mid-user outage probability
decreased beyond the transmitted power of 52
dB m, see Fig. 10 (e) and (f).
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Fig. 4 AF-Fractional-NOMA Two Nodes (a, ¢, and e) and Three Nodes (b, d, and f) System
Performance.
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Performance.
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System Performance.
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5. CONCLUSIONS

The cooperative NOMA was analyzed using
four techniques of power allocation. For every
power allocation, two models were built, i.e.,
two-node and three-node systems. The
following points are concluded:

BER: both near and far users drew almost
similar BER responses for various SNRs in both
AF and DF models for all studied power
allocations except the fixed power allocation. In
fixed power allocation, the far user showed
higher BER. The water-falling technique
stabilized the BER response only in high SNR.
Channel capacity: The generalized power
allocation for AF and DF models had an
optimum channel capacity close to 14 bps/Hz.
Outage probability presents the probability that
the user is isolated from the network (out-of-
coverage). The generalized power allocation
showed the maximum outage probability over
all power-sharing techniques in both AF and DF
models. So, for good noise immunity fixed, the
generalized and water-falling power allocation
outperformed. Also, for good channel
performance, the generalized led in terms of
channel capacity was 14.1 bps/Hz for the far
user. In terms of outage probability, all the
power allocations showed higher outage
probability for the far users, and generalized
power allocation was the highest outage
probability technique. Practically, using the DF
protocol was better than the AF protocol
because the AF protocol amplified the noise
while amplifying the signal and resending it to
the users. However, the simulation results in
the proposed system showed a significant
similarity between the AF/DF protocols
because of the use of a protection algorithm on
the users’ side from any interrupting and
interference. Also, the simulation results
showed the difference between strategies used
for power allocation. Table 2 indicates which
techniques are better in terms of performance
metrics and shows the different responses for
the performance metrics under different
strategies of power allocations for both AF/ DF
protocols.

Table 2 Comparing Metrics Performance
between Different Strategies of Power
Allocation.
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