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Abstract: One of the most popular techniques in
image steganography is the Least Significant Bit
(LSB) operation, which involves inserting secret
data into the cover image's pixels' least significant
bit. However, the amount of secret data that can be
concealed in the cover image depends on the
number of bits used for embedding. In this paper,
a novel hybrid steganographic system based on
Discrete Wavelet Transform (DWT) and Least
Significant Bit (LSB) for image steganography is
proposed. The proposed scheme aims to optimize
data security by utilizing LSB and DWT techniques
to embed secret data into an image robustly and
efficiently. The present paper focuses on
evaluating the algorithm performance by
comparing the encrypted image quality using
metrics such as PSNR, RMSE, and SSIM. The
experimental results showed that the suggested
method outperforms the existing LSB-based in
terms of security performance. These results
indicated that the proposed method consistently
outperforms the conventional LSB-based method
across all bit depths tested, with an overall
improvement of 14.12% in PSNR, 41.87% in RMSE,
and 4.02% in SSIM over the traditional LSB. The
proposed method enhanced the PSNR values,
reduced the RMSE values, and increased the SSIM
values for all bit depths tested, indicating higher
image fidelity, less distortion, and better
preservation of structural similarity of the original
image.
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1. INTRODUCTION

In the digital era, data security has become a
crucial concern for individuals, businesses, and
governments. As more sensitive information is
exchanged and stored online, the risk of data
breaches and cyber-attacks has increased
exponentially. Various security measures, such
as encryption and firewalls, have been
developed to counter these threats. However,
these measures may not always be enough, and
additional security measures, such as
steganography, are required to ensure data
security. Steganography involves concealing
sensitive information behind a seemingly
innocent cover medium, such as image, audio,
or video files. It is an effective method that may
be utilized to safely send sensitive information
without raising any red flags [1]. The LSB (Least
Significant Bit) algorithm is a popular
steganographic  technique that involves
replacing the least significant bit of pixel values
in an image. However, this method may not be
secure enough against advanced steganography
techniques. Therefore, using a multi-bit
approach can enhance the security of the
hidden data [2, 3]. Images are the most
straightforward way to cloak spread covering
when isolated from everything else [4, 5].
Imperceptibility, security, and concealed
information capacity are the three key qualities
to evaluate any steganography system. Another
fourth characteristic is that robustness is
considered [6]. LSB (Least Significant Bit) is
used in the real world for things like
steganography. Almost all disciplines make
extensive use of secure and covert
communication. Benefits include the use of
covert communications for both interior and
outdoor security in the medical, military,
media, and industrial sectors. Some real-life

applications of LSB steganography are as
follows [7]:

e It is possible to conceal confidential
information using LSB steganography in
otherwise harmless files. For covert
communication, for instance, digital photos
can be modified to include hidden
information and distributed openly [8].

e Copyright information in multimedia
applications is frequently identified using
steganography [9]. In this case,
watermarking is used when the cover
media is more important than the
concealed data. Since insecure
communication could cause catastrophic
data loss, authenticity, and security are
essential in industrial and business
communication [10, 11].

e In  healthcare, sensitive, protected
information is concealed in medical records
and sent using DNA sequences, which will
help stop releasing confidential
information to unauthorized parties [12].

e Covert Operations: LSB steganography
may be used in intelligence and military
operations to exchange communications or
send information secretly. Agents can
interact covertly by inserting data into
seemingly innocuous files. The
fundamental problem with military and
defense communication is security. A
danger to open channels makes authorized
communication even more crucial. These
steganographic systems use various
double-layer encryption techniques before
embedding [1].

e Digital Forensics: LSB steganography may
be used to uncover concealed data or collect
evidence in digital forensics. Investigators
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looking for clues in a criminal case may look

at seemingly inconsequential parts of a file.
Compared to other spatial domain methods,
LSB (Least Significant Bit) steganography has
the following benefits [8]:

1. LSB is simple and uncomplicated, making
it simple to apply. This straightforward
and effective information-hiding method
includes substituting the secret message
for the carrier data's least significant bits.

2. LSB steganography's embedding
capability is strong compared to other
spatial domain methods. Since there are
several bits per pixel, LSB increases the
capability for concealing information
inside the carrier data by allowing more
bits to be substituted.

3. When implemented correctly, LSB
steganography has a minor influence on
the carrier data's perceived quality. The
modifications introduced by LSB are less
likely to be seen by human observers since
they only affect the least significant bits,
which have less influence on the total pixel
value.

4. Detection is simple, which is both a
strength and a weakness of LSB
steganography compared to more
sophisticated methods. Since LSB
alterations may be detected using various
statistical analysis techniques, they are
useful when revealing the existence of
concealed information is more important
than fully concealing it.

The Discrete Wavelet Transform (DWT) can be
useful in steganographic applications and much
more useful when combined with LSB
steganography. By applying LSB just to
frequency subbands, embedding capacity is
increased. Spreading changes over numerous
subbands makes detection more difficult, which
is how DWT offers security. This synergy makes
the system more resistant to compression
assaults and increases its invisibility to
statistical analysis and visual examination [13].
Combining the Least Significant Bit (LSB)
algorithm with the Discrete Wavelet Transform
(DWT) technique, the purpose of this study is to
develop a method for achieving strong
information security and data concealment.
The suggested technique uses varied quantities
of LSB bits to embed hidden messages at
various depths in the Discrete Wavelet
Transform (DWT) domain, increasing the
capacity and robustness of steganography
systems. While the Least Significant Bit (LSB)
technique permits effective data embedding
and lowers the danger of image distortion, the
Discrete Wavelet Transform (DWT) approach
increases security and adds complexity for
possible attackers. The main objectives of this
research paper are:

1. To investigate the effectiveness of a
combination of LSB and frequency
transform (DWT) for image
steganography.

2. To compare the proposed method with
other image steganography techniques
that use only LSB in terms of efficiency
and robustness through the calculation of
PSNR, RMSE, and SSIM.

By addressing these objectives, this research
paper aims to contribute to the development of
effective  steganography techniques for
protecting sensitive information. The rest of the
paper is set up as follows: In Section 2,
steganography techniques are discussed
regarding related works. The methods and
materials used in the proposed algorithm are
covered in Section 3. Section 4 presents
implementation outcomes and discussion.
Section 5 provides conclusions.

2. RELATED WORKS

Adnan G. and Faiza S. posed a study proposal.
The least significant bit (LSB) technique and
the discrete wavelet transform (DWT) stego
scheme was described. The latter, DWT,
employed a wavelet transform to transfer the
image from the spatial domain to the frequency
domain, whereas the former, LSB, modified the
image's least significant bit, i.e., the eighth bit,
to conceal a portion of the covert message [8].
Both spatial domain methods, such as Least
Significant Bit (LSB) and Patch Work
Algorithm, and frequency domain methods,
such as Discrete Cosine Transform (DCT),
Discrete Wavelet Transform (DWT), and
Discrete Fourier Transform (DFT), were
discussed in the paper which presented by
Hilkiya J. and Bindhu K. To digitally watermark
an image, the suggested approach combined
the discrete cosine transform (DCT) and
discrete wavelet transform (DWT)[14]. In this
study, Taha [15] proposed a strategy for image
steganography incorporating steganographic
and cryptographic techniques. The proposed
method used LSBs as indicators for encrypting
data within the dual-tree structure of DT-CWT.
To encrypt the secret message, the cover image
was first divided into three-by-three non-
overlapping blocks, and then the key was
generated by selecting the center pixel (pc) of
each block. The DT-CWT output key was then
used to determine the commencing concealing
pixel in each block and the direction of hiding
(clockwise or counterclockwise) relative to the
cover image. The proposed method was
evaluated using a variety of metrics, such as the
Peak Signal-to-Noise Ratio (PSNR), Mean
Square Error (MSE), Correlation Factor (CF),
and Structural Similarity Index Measure
(SSIM)[15]. To conceal their message in a
picture, Imam [13] in this study employ two
different encryption algorithms: the Improved
AES-128 (Advanced Encryption Standard)
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Algorithm and the LSB (Least Significant Bit)
Algorithm. Messages can only be read on the
original recipient's mobile by entering the right
key, where the AES Algorithm Improvement
was performed by adding a sending and
receiving apps ID to adjust the Key Schedule
procedure.

3. MATERIALS AND METHODS

The paper's proposed approach combines
Discrete Wavelet Transform (DWT) image
steganography with Least Significant Bit (LSB)
embedding that will be covered next with the
analytical performance metrics.
3.1.Steganography Based on LSB (Least
Significant Bit):

The idea is to employ the (least significant bits)
as inconsequential bits for information
security. This LSB change is to conceal data
from being seen by others [16]. In our case, a
bare person's vision is sufficient. To be more
precise, LSB-based algorithms keep the visual
quality of the original image while altering the
LSBs of pixels with bits from the secret
message, which conceals the secret information
encoded inside the cover picture. When text is
embedded, the final bits of each pixel are
updated, changing the color value each pixel
represents by up to three values. Humans
cannot see this distinction. The embedding
procedure minimizes the color variance that
results. Therefore, the cover image has
undergone only tiny alterations that can only be
seen and examined by inspection of the
histograms concerning the stego and the cover
images. The user must remove the least
important sections. The amount of color
variance brought on by the embedding
procedure is kept to a minimum. Fig. 1
illustrates a straightforward example of how to
conceal the number (300) in the first 8 bytes,
requiring only a change to 5 bits of the encoded
secret information [17, 18].
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Fig.1 Pixel Value Transitions that May Occur
with LSB Substitution.

The fundamental idea behind LSB substitution
is to embed sensitive information in the
rightmost bits—those with the smallest
weighting— to lessen how much the embedding
operation affects the value of the original pixel.
The LSB approach is mathematically
represented as follows [18].

X, = x; — x; x mod2* + m; (1)

In Eq. (1), x; stands for the stego n-th pixel
value, x; for the cover _image, and m; for the
decimal value of the n-th block of secret data.
The quantity of LSBs that must be substituted
is denoted by the symbol k. The k-rightmost bits
are copied immediately during the extraction
procedure: The extracted message is
represented mathematically in Eq. (2):

m; = x}  mod2* (2

Therefore, the original secret data may be
obtained by performing a straightforward
permutation on the extracted m;. This approach
is simple and easy to follow.
3.2.Steganography Based on DWT
(Discrete Wavelet Transform):

After Mallat suggested the multi-resolution
representation of signals based on wavelet
decomposition, the  Discrete = Wavelet
Transform (DWT), developed by Daubechies
and Mallat in the late 1980s, became a
remarkably powerful signal processing tool.
Since wavelets' energy is focused on time and
still has wavelike (periodic) features, they really
enable simultaneous time and frequency
analysis of signals. The discrete wavelet
transform (DWT) offers good picture coding
performance. It is an extremely powerful tool
for multi-resolution analysis in both the
temporal and frequency domains. Using DWT,
signals can be divided into numerous sub-
bands with time and frequency information.
This method allows more reliable coding
efficiency and better image restoration quality
than the traditional discrete cosine
transformations [20]. Additionally, it offers a
high compression ratio. Using the two-
dimensional DWT [19], a one-level
decomposition and  reconstruction is
demonstrated in Fig. 2.

LL band of image

LH band of image

LL HL

LH HH

(a) b)
Fig. 2 DWT Pepper Image Decomposition (a)
One level 2-D (b) Corresponding ‘Wavelet’
Sub-Bands of Pepper Image.

Fig. 3 shows how the LL, LH, HL, and HH sub-
bands of the 2D-DWT level-1 decomposition
can be used to dissect the original picture. The
horizontal frequencies are indicated by LH, the
vertical frequencies by HL, and the diagonal
value by HH; the LL sub-band represents an
image estimate. The signal is divided using high
pass (H_P) and low pass (L_P) filters. LH and
HL are the intermediate frequency sub-bands,
and HH is the high frequency sub-band that
gives the image unique information. The low-
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frequency sub-band, or LL, defines the
approximate image. To lessen the impact of
modifying the image's primary information or
making a less obvious modification, the hidden
message is embedded in the LL-sub band. The
Discrete Wavelet Transform (DWT) for a signal
x can be determined by subjecting it to separate
low-pass and high-pass filters. The expressions
are given in Eq. (3) and Eq. (4) [20]:
Yiow [1] = (x * g)[n]

[oe]

= - gin-i @
k=—o0
Yhigh [n] = (x * h)[n]
= " xlkl-h[n k]
k=—o0

The approximate coefficients of the signal
Yiow[n] can be obtained by convolution of the
signal x with a low pass filter g. The detail
coefficients of the signalyp;zn[n] are produced
by the convolution of the signal x with a high
pass filter h. The term “quadrature mirror
filter” refers to the relationship between these
two filters. However, since half of the signal’s
frequencies have been removed, half of the
samples can now be discarded in accordance
with Nyquist’s rule. The filter’s outputs will
then undergo a factor (2) down sampling. This
procedure involves twice transmitting the
signal as a 1-dimensional signal for 2-
dimensional signals, such as images. The image
is filtered through low-pass and high-pass
filters to obtain approximate and detailed sub-
bands. Vertical, horizontal, and diagonal sub-
bands comprise the detail sub-bands [19].

@

apply to columns

Inage

(a)

Image

High- pass filter Low- pass filter Dowa sampling by 2

(b)
Fig.3 Two-Dimensional DWT One-Level
Decomposition (a) The Decomposition Process
(b) The Reconstruction Process.

3.3.The Proposed Algorithm

To keep a hidden message secure and maintain
the visual quality of the cover image, a
steganography scheme must meet certain
criteria. 'When the capacity for message
concealment is significantly increased, the
image quality deteriorates noticeably, arousing
suspicion that a stego-image is being employed.
The Discrete Wavelet Transform (DWT) proved
highly advantageous for identifying areas
within a cover image that can effectively
accommodate a secret message. This capability
allows for leveraging the masking effect of the
human visual system, ensuring that
modifications to a DWT coefficient only impact
the corresponding region. Since these sub-
bands contain the majority of the image's
energy, embedding data within them may cause
some degradation in the image. However, they
also offer greater resilience. Typically, these
frequency sub-bands are preferred for
steganography due to the human eye's reduced
sensitivity to variations in frequency band
boundaries. Combining the strengths of the
Discrete Wavelet Transform (DWT) and the
Least Significant Bit (LSB) technique, a more
effective and robust strategy can be devised.
Below are the procedures for the proposed
algorithm:

1. Load the cover image: The first step in
preparing to process (hiding the secret
text within the cover image) is to
determine the dimensions of the cover
image (MxN) and the intensity of each
pixel for each color channel (Red, Green,
and Blue).

2. Load the secret message: The secret
message is first decoded into its individual
ASCII codes, and only then is the binary
format applied. At this stage, the bitstream
has been byte-shaped to obtain its LSB
(least significant bit), and it may be
inserted into the cover image in
accordance with the n-bits (1-6) bits as
required.

3. Discrete Wavelet Transform (DWT) of the
cover- image: Obtain the frequency
coefficient of the cover image by applying
the Discrete Wavelet Transform (DWT) to
each RGB channel of the original image.
Divide the transformed image into four
components: LL, LH, HL, and HH. Using
the LL band to hide the secret text in each
frequency coefficient of the cover image's
pixels for each RGB color channel.

4. Secret text (hiding) Embedding: The
message embedding process involves
several steps. First, the binary message is
reshaped into blocks of nth bits. Then,
each pixel in the LL component of the
transformed image obtained after
applying the Discrete Wavelet Transform
(DWT) to the original image is iterated.
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For each pixel, the least significant bit
(LSB) of its wvalue 1is extracted.
Subsequently, the LSB is replaced with
bits 1 to 6 from the (message block), with
the replacement depending on different
cases. This procedure is repeated for the
remaining bits in the message block. As
the embedding continues, the pixel values
are updated with the modified LSB values.
Moving through each pixel in the LL
component one by one, this embedding
process is persisted until the entire
message has been completely embedded
into the image. Following this method, the
secret message becomes seamlessly
integrated into the image without
significantly ~ altering  its  overall
appearance. This technique of LSB
substitution within the LL component of
the DWT-transformed image ensures that
the hidden message is imperceptible to the
human eye, making it suitable for secure
and confidential communication
purposes.

5. Image Reconstruction: In the image
reconstruction process, the modified LL
component was combined with the LH,
HL, and HH components. Subsequently,
the combined image underwent the
inverse DWT transformation (IDWT).
During this step, the effects of the Discrete
Wavelet Transform were reversed to
restore the original image from the
wavelet components. The combined image
was reconstructed using the IDWT
technique, which retrieved the (stego
image) with the embedded secret message.
This method allowed for the seamless
integration of the modified LL component
with the other wavelet components,
ensuring the accurate restoration of the
cover- image while preserving the hidden
information within the stego image.

6. The evaluation involved the calculation of
the Peak Signal-to-Noise Ratio (PSNR)
and Structural Similarity Index (SSIM)
between the stego image and the original
cover image. The Mean Squared Error
(MSE) and Root Mean Squared Error
(RMSE) were also calculated between the
stego and the cover images. These metrics
were used to assess the quality of the stego
image compared to the original cover
image, providing valuable insights into the
effectiveness of the image-hiding
technique employed during the message
embedding process for different cases of
using different bits in each case and
comparing them.

The Flow Chart of the proposed Algorithm
using a combination of LSB and DWT
embedding is seen in Fig. 4.

Start

|_ Load cover image and determine the image size J
l Load the secrete message and transform it into binary stream J

:

Perform DWT transform to the cover image to obtain the coefficient J

l

Perform embedding the secrete image bit stream into the cover image pixels
l using LSB Algorithm for different n- bits

l

Perform the inverse DWT to obtain the Resultant image (stego image) ‘J

Perform Metric Evalution to meature the proposed Algorithm strength J

End

\ )

Fig.4 The Proposed Algorithm Flow Chart.

3.4.Assessment Metrics

Three evaluation metrics were used in this
work, i.e., the Root Mean Square Error (RMSE),
Peak Signal to Noise Ratio (PSNR), and
Structural similarity index measure(SSIM), to
assess the effectiveness of the proposed
steganography method [21-23]. PSNR and
RMSE measure the pixel value differences
between the cover image and the (stego) image,
whereas SSIM measures the similarity of the
images' structures. Better (stego) picture
quality is indicated by greater PSNR or SSIM
and lower RMSE values. The embedding
process and evaluation metrics calculation for
different n-bit LSB obtained a reliable estimate
of the embedding capacity and visual
distortion. The various measures employed are
defined next.

3.4.1.Peak Signal-To-Noise Ratio
(PSNR)

The pixel values change when the cover image
is updated with the secret information. The
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changes must be considered because they
directly affect the Stego output invisibly. The
PSNR is a popular and high-quality statistic for
assessing the quality of the Stego by comparing
the mean squared error between the Cover and
Stego images. PSNR is calculated using [21, 22]:

255
PSNR = 20log 10 ( 5)

MSE)
A higher PSNR indicates a more accurate
reconstruction. The smaller the mean squared
error (MSE), the higher the PSNR.

MSE = o SIS - 1] (6)
Where I is the original image, I' is the generated
stego image, and M and N are the image's
dimensions. Eq. (6) calculates the MSE
between the two images. It is best to keep the
MSE to a minimum. The carrier and the stego
image are equivalent when the MSE equals o.
PSNR is quantified and displayed in decibels
(dB). However, it has little relevance in
comparing the restoration results on different
photos. The PSNR is categorized in the
following ways in various studies: 30 to 40 dB
is OK, up to 40 dB is very good, and below 30
dB is unacceptable. Three bytes comprise a
pixel in a color image, and each byte is
represented by a pixel.

3.4.2 Root Mean Square Error (RMSE)
The RMSE (Root mean square error) is
commonly used as a quality metric and may be
calculated using Eq. (7) and Eq. (8) [21, 23]:

RMSE = VMSE @)

RMSE = |—_ym-3 5=t [(1-1)%] (8)
Where M and N are the image's dimensions, I is
the created stego-image, and I' is the original
image. It is best to keep the RMSE to a
minimum. The carrier and the stego image are
equivalent when the MSE equals o.

3.4.3 Structural Similarity Index
Measure (SSIM)

SSIM (Structural similarity index measure) is
used to assess the similarity of two images.
SSIM is determined using Eq. (9). Information
is measured using the highly ordered nature of
the natural landscape and the highly adaptable
HVS “Human Visual System “perception.
Image distortion is accurately estimated by the
structural information shift between the carrier
and stego images (SSIM); the computation
looks like this [24]:

(2ucps + ¢1)(20¢s + ¢2)
(M2 + p2 +c1)(0% + 02 +c3)
Where u. and pg refer to the mean intensity,

and o, and o indicate the original and stego
frames variance, respectively. o, s displays the

SSIM(C, S) =

(9)

covariance, and c¢;(= 0.01) andc,(= 0.03) are
constants. The imperceptibility of the stego
image has been demonstrated using the SSIM
(Structural Similarity) Index as a quality metric
[25].

4.ANALYSIS OF SIMULATION
FINDINGS

This section discusses the experimental work
and analyzes the findings. There are two key
sections of the tests. First, a comparison
between n-bits that have been varied for the
conventional LSB. Second, a comparison of the
proposed approach (n-bit LSB and DWT) for
image steganography and the conventional LSB
Algorithm. The tests were carried out on an
Intel Core i7 using MATLAB R2020a. The tests
were carried out on (512x512) pixel images.
4.1.Performance Evaluation for n-bit
LSB

Comparing different bit planes of the LSB
shows that as the number of bits used in
embedding increased, the PSNR and SSIM
decreased while the RMSE increased,
indicating a loss in image quality, as seen in
Table 1.

Table 1 Performance Comparisons between n-

bit LSB Method.

n-bit LSB PSNR RMSE SSIM
1-bit 51.1359 0.7075 0.9998
2-bit 44.1362 1.5839 0.9989
3-bit 37.8935 3.2498 0.9956
4-bit 31.7786 6.5706 0.9825
5-bit 25.7318 13.1811 0.9360
6-bit 19.8716 25.8797 0.8029

If the PSNR value exceeds 30 dB, it is typically
difficult for simple human eyes to detect the
visual quality aberration in a stego-image [8],
which is the situation for all bits from (1-bit to
4-bit) embedding together. According to the
high PSNR values, the image was correctly
reconstructed, and there was very little
influence of noise during the process, which can
be confirmed using (1-bit to 4-bit) LSB. Fig.5
shows the PSNR performance.
PSNR for LSB

60
50
40
30
20
10
0
1-bit  2-bit  3-bit  4-bit  S-bit  6-bit
a=@==PSNR
Fig.5 PSNR Comparison for LSB for Different
bit Planes.

The RMSE (Root mean square error) values are
also determined once the secret message is
included in the cover picture. The approach
yielded stego-images with a low error if the
MSE value was small. For the 1-bit, the RMSE
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was at a minimum value of (0.7075), and as the
embedding of multi-bit was used, the RMSE
increased, indicating a loss in image quality.
Fig.6 shows the RMSE performance.

30 RMSE for LSB

25
20
15
10

5

0
1-bit  2-bit  3-bit  4-bit  5-bit  6-bit

Fig.6 RMSE Comparison for LSB for Different
bit Planes.

Finally, using SSIM (Structural similarity index
measure), the degree of similarity between the
actual cover image and the stego-images was
determined. The SSIM measures the visual
similarity between the original and the stego-
image. The higher the SSIM, the more closely
the images are connected. When the SSIM is 1,
the compared images are identical in every way,
so the more bits used to embed the secret
message, the less SSIM. Fig.8 shows how well
LSB preserved the original image's details.
These results can help inform decisions on
appropriate  bit  depths for  image
steganography applications.

SSIM for LSB
1.2

1 *q\
0.8

0.6
0.4
0.2

0
1-bit  2-bit  3-bit  4-bit  5-bit  6-bit

Fig.7 SSIM Comparison for LSB for Different
bit Planes.

2™ hit Bt hit

Fig.8 Comparison for LSB Stego Image for
Different bit Planes.

4.2.Comparison of the Suggested
Approach (n-bit LSB and DWT) for
Image Steganography and LSB-based
Steganography

Table 2 shows that the proposed method
achieved significantly higher PSNR values and
lower RMSE (Root mean square error) values
than the conventional method for all bit depths
tested. Specifically, for 1-bit LSB images, a
PSNR of 54.1638 was observed for the proposed
method compared to 51.1359 for the
conventional method. Similarly, for 6-bit LSB
images, it was found a PSNR of 23.2893 for our
proposed method compared to 19.8716 for the
conventional method. Comparing the proposed
and the conventional LSB approaches, the
PSNR value for the (LSB and DWT)
demonstrates a more faithful restoration. This
comparison indicates that the proposed
approach returned a more accurate
representation of the original picture, whereas
LSB was impacted by noise during the process.

Table 2 Performance Comparisons between n-
bit LSB and the Proposed Method for Different
bit Planes.

: z z
LB 2 2
i
E = %-c a2 %-c a2 %-c
= & ] 4 ] 4 ]

1-bit 511359 54.1638 0.7075 0.4993  0.9998 0.9997
2-bit 44.1362 49.3992 1.5839 0.8641 0.9989 0.9997
3-bit 37.8935 43.7408 3.2498 1.6577 0.9956 0.9992
4-bit 317786 36.4425 6.5706 3.8407 0.9825 0.9973
5-bit 25.7318 29.6249 13.1811 8.4197 0.9360 0.9894
6-bit 19.8716 23.2893 25.8797 17.4612 0.8029 0.9598

A PSNR of less than 30 dB suggested that the
alterations to the stego-image might be visible
to the unaided eye [8], as shown in Fig.9.
Following the concealment of the secret
message within the cover image, the RMSE
(Root mean square error) values were also
calculated for the proposed method. Minimal
MSE values indicated that the procedure
generated stego-images with minimal variation
or error. For the 1-bit, the RMSE was at a
minimum value of 0.4993, and as the
embedding of multi-bit was used, the RMSE
increased, indicating a loss in image quality.
Fig. 10 shows the RMSE performance. The
proposed method also achieved higher SSIM
values for all bit depths tested, indicating
improved image quality. As shown in Fig.11, the
SSIM for the proposed technique was
consistent and near to (1), indicating less stego
picture deterioration as bit plane utilization
increased than with the LSB method. In
contrast to the traditional LSB algorithm, the
suggested technique exhibited encouraging
results since the stego image started to degrade
from the fifth bit and up, as seen in Fig. 12.
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Fig.9 PSNR Comparison between the LSB and
Proposed Methods for Different bit Planes.
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Fig.10 RMSE Comparison between the LSB and
Proposed Methods for Different bit Planes.

SSIM Performance
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Fig.11 SSIM Comparison between the LSB and
Proposed Methods for Different bit Planes.

5t bit 6 bit:

Fig.12 Comparison for (LSB and DWT) Stego
Image for Different bit Planes.

5. CONCLUSION

In the present study, steganography utilizing
the LSB and DWT algorithms was described as
a practical implementation. This study's
objective was to compare and contrast the
performance of the LSB method and the
presented algorithms for concealing an n-bit
secret message. The experimental results
demonstrated that the proposed algorithm
outperforms the LSB alone. Additionally, the
results showed that the proposed algorithm
outperforms the LSB algorithm in terms of
PSNR, RMSE, and SSIM. These results
indicated that the proposed method
consistently outperformed the conventional
LSB-based method across all bit depths tested,
with an overall improvement of 14.12% in
PSNR, 41.87% in RMSE, and 4.02% in SSIM.
The proposed method enhanced the PSNR
values, reduced the RMSE values, and
increased the SSIM values for all bit depths
tested, indicating higher image fidelity, less
distortion, and better preservation of structural
similarity of the original image. These findings
can inform the development of more effective
and efficient LSB, DWT-based steganography
methods for hiding secret information within
digital images while prioritizing image quality.
Overall, the study presents a promising
approach for enhancing the security and quality
of LSB-based steganography methods. As a
future work, the paper suggests changing the
mechanism of embedding secret images and
adding a layer of encryption to enhance
security.
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